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1 Introduction

1.1 Owur Contributions
1.2 Technical Overview

Let R = Z[X]/(X" + 1) for a power-of-two N, and let o; denote its r = N/2
CKKS slot embeddings. Our technique uses a public ring unit v € R*, with
u™! € R and H;;é |oj(u)] = 1. Thus, smaller error weights in some slots are
balanced by larger ones elsewhere. We represent a message x; in slot j by z; =
xj/o;(u); if it acquires an error 7;, restoration gives

oj(u)(z; +ny) = x; + oj(u)n;.

The messages remain independent, while |o;(u)| determines their restored error
weights.

Figure [Ml(a) shows requirements b = (160, 32,32, 32) with average b =64
bits. For an idealized common error level of 27%4 before restoration, the target
weights and corresponding error bounds are

(2796 232 232 232)

W =
2—64W — (2—1607 2—327 2—327 2—32).

These weights satisfy the unit constraint. Figures [M(b) and (c) illustrate the
flexibility of this allocation.

For general requirements b;, set b=r"1 Zj bjand t; = b— b;. To construct a
unit approximating these targets, let ¢ be a primitive 4r-th root of unity, index
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Fig. 1. Examples of precision requirements for four independent CKKS slots. The
dashed line indicates the idealized 64-bit average requirement in each case.

the embeddings by o;(¢) = C5j, and set 7(¢) = (5. For integer exponents ny,
choose a real cyclotomic unit and form products of its conjugates:

r—1
e S R N u(n) = [+ *@)™,

tj = log, |oj(v)], log, |oj(u(n))| = ZEJ kM-

This reduces unit construction to a circular convolution solved using the discrete
Fourier transform (DFT):

. 4
ap =0, Ay = = (1<k<r), n; = |a;],
14
where a is obtained by the inverse DFT. Rounding yields a unit approximating
the target logarithmic magnitudes with an explicit error bound.
We analyze how the supported CKKS operations preserve this representation.

In particular, ciphertext multiplication takes the form
dout = RSD(Relinevk(u(da ® db))) .

The public correction by u precedes relinearization and requires no additional
plaintext scale.

The allocation can permit smaller CKKS scales. Under an idealized common
error bound E/A before restoration, the target weights give

b bmax —
Auit 2 E2°, Agtq 2 E2 , bmax = mjax b;.

The encoding also satisfies, for any A > 0,
Az;  (A/N)z;

oj(u)  oj(u)/A
This equivalent rewriting alone does not reduce modulus consumption. Smaller
feasible scales can reduce rescaling divisors and the number of RNS primes,
subject to evaluation errors and message recovery constraints.




1.3 Related Work

Our work is related to several lines of research, but differs in its underlying
techniques and objectives, as discussed below.

Algebraic Representations and Scaling. CHIMERA [4] considers a ring element
P € R that is invertible in Rg and represents the plaintext quotient R/PR as
P~'R/R, enabling switching between different homomorphic encryption schemes.
GBFV [13] generalizes BFV by replacing its scalar plaintext modulus with a
polynomial ¢(X), changing the plaintext ring from R/pR to R/tR and introduc-
ing an algebraic scaling factor ¢/t(X) to reduce noise growth.

While our approach differs in three respects: (i) we preserve the original
CKKS plaintext space rather than defining a new plaintext quotient; (ii) we re-
tain the standard scalar scale instead of introducing an algebraic scaling factor;
and (iii) we apply an invertible coordinate transformation directly to the mes-
sages using a public ring unit. Our goal is to allocate errors according to different
precision requirements across slots while preserving independent messages and
their homomorphic evaluation.

High-Precision Homomorphic Computation. Tuple-CKKS [7] decomposes cipher-
texts into multiple components and adapts homomorphic multiplication to re-
duce modulus consumption for high-precision arithmetic. Bian et al. [2] employ
Fourier extensions to improve function approximation accuracy in CKKS func-
tional bootstrapping. Unlike their use of Fourier series for function approxima-
tion, we employ the discrete Fourier transform to construct cyclotomic units
with prescribed logarithmic embedding magnitudes. Our approach targets het-
erogeneous precision requirements across independent slots, without decompos-
ing ciphertexts or relying on bootstrapping for precision allocation.

Modulus Reduction.

Precision and Scale Management. Existing works [I6JI5/8] improve the efficiency
of RNS-CKKS through compiler-level optimization or RNS arithmetic and mod-
ulus management. In contrast, our work operates at the message-representation
level, introducing an additional optimization dimension that is complementary
to existing scale and modulus management techniques.

Other works [6I3IBITAIT2ITITT] improve homomorphic computation through
alternative plaintext representations, error reduction, or high-precision boot-
strapping, whereas our work focuses on allocating heterogeneous precision re-
quirements across independent CKKS slots through a public unit.

1.4 Paper Organization.

Section [2] introduces the notation and preliminaries on CKKS, RNS representa-
tions, and algebraic units. Section [B] presents our precision allocation framework,
analyzes its homomorphic operations, correctness, and security, and provides a
preliminary analysis of the constraints on precision allocation. Section M devel-
ops an explicit Fourier-based construction of ring units for prescribed precision



requirements. Section [0l investigates recovery constraints and the limits of pre-
cision allocation. Section [(] examines scale and modulus reduction and analyzes
the associated computation and storage costs. [To Be Done| Implemention

2 Preliminaries

2.1 Notations

Let ¢ be a primitive mth root of unity, where m > 2, and let N := ¢(m),
K :=Q((), and R := Z[(] = Z|X]/(®mn (X)), where ®,, is the mth cyclotomic
polynomial and X is identified with (. The embeddings o : K — C are deter-
mined by o(¢) = ¢ for 1 < a < m with ged(a,m) = 1. They form conjugate
pairs ¢,, where G(z) = o(z). Since [6(z)| = |o(2)]|, choose one representative
o; from each pair and set r := N/2. Extending these maps to polynomials with
real coefficients, write o : R[X]/(®yn (X)) — C", f +— (orj(f));;é. The inverse
o~ 1(z) denotes the unique polynomial of degree less than N with real coefficients
whose selected embeddings equal z.

For a nonnegative integer n, write [n] := {0,...,n}. For an odd integer Q > 1,
put Rg := R/QR. The notation [f]o means reduction of each coefficient to
(—Q/2,Q/2); we also use this representative for an element of Rg. The operation
| /] rounds each real coefficient to the nearest integer, with a fixed rule for ties.
Vector products and quotients are taken coordinate by coordinate.

For a vector z, write ||z]|« := max; |z;|. For f = Zi\:ol fr X" with real coeffi-
cients, define || f||coef,00 := maxy | fi| and || f||o,00 := max; |o;(f)|. All logarithms
are to base two unless stated otherwise.

2.2 CKKS Ciphertexts and Precision

CKKS [I0] uses m = 2N with N a power of two, so R = Z[X]/(X" + 1). The
r = N/2 coordinates of o(f) are called slots. CKKS encodes a vector x € C" at

a real scale A > 0 as
p=1A0"(x)] € R. 1)

The encoding error eeye := p — Ao~ 1(x) satisfies ||€enclcoet.co < 1/2. Let
s € R be the secret key and pk its public key. Encrypting [u]g gives a ciphertext
ct = (co,1) € R2Q. Let eqoc € R denote the decryption error arising from
encryption. The ciphertext phase ¢ + 15 satisfies ¢+ ¢15 = p+ egec (mod Q).

Decryption computes Decg(ct) := [co + c18]g. If ||t + edec|lcoef,co < @/2,
decryption returns pt + €gdec, S0 €dec = Decs(ct) — p. Decoding then gives Z; :=
0;j(Decg(ct))/A = xj+0;(€enc +€dec)/A. A target of b; bits of absolute precision
requires |7; — x| < 27%.

For f,g € R[X]/(XY + 1), the coefficient and embedding norms satisfy

1 r—1
Fllooo < Nl fllcoctoor  M1flleoet,o0 < ijo loi (N < [ fllooe (2)

Appendix [G proves ([2]). Multiplication also satisfies || f¢||s,c0 < || f]

00019l ,00-



2.3 RNS Representation and Parameters

A residue number system (RNS) stores a polynomial separately modulo each
prime factor of its modulus [9]. Write @ = HZ-L:QJI g; for the ciphertext modulus
and P = HiL:PO*l p; for the auxiliary modulus used in key switching; Lg and
Lp are their respective prime counts. The primes are pairwise distinct, fit in
one machine word, and satisfy ¢; = p; = 1 (mod 2N) to support the number
theoretic transform (NTT).

Each of the N coefficients of a polynomial modulo @ is stored modulo Lg
primes, giving NL¢ residue coefficients. In NTT form, one polynomial multi-
plication uses N Lg pointwise modular products. We count one NT'T or inverse
NTT of length N modulo one prime as one transform. An RNS conversion from
modulus A to B computes [a]p for each coefficient, where a is its chosen integer
representative modulo A. Modular products, transforms, and RNS conversions
are counted separately; the first count excludes work inside the other two.

Key switching KSg _, s uses a public evaluation key evk to convert a cipher-
text under s’ into one under s. We use an RNS decomposition with blocks of
Lp > 1 primes of @, except possibly the last block, and no further binary decom-
position [I8]. There are 3 := [Lg/Lp] blocks. Each block uses an evaluation key
pair (by,ax) € Ré p, whose two polynomials contribute to the two output com-
ponents. The key therefore contains 23 polynomials. Key switching computes
modulo QP and returns a ciphertext modulo @ at the same scale. Appendix [F]
gives the details and error bounds.

2.4 Units and Logarithmic Embeddings

Let R* = {u € R: Jv € R, wv = 1} denote the group of units. Dirichlet’s
unit theorem states that a number field with r; real embeddings and 7y pairs of
nonreal complex embeddings has r; + 73 — 1 fundamental units. Here r; = 0 and
ro = 1, giving 11 + 79 — 1 = r — 1. Thus every unit u € R* can be written as
u = +¢F H:;ll u;t, where k,n; € Z and uy,...,u,—1 are fixed multiplicatively
independent units. Since |o;(£¢*)| = 1, we have |oj(u)| = H::ll loj (us)|™
For nonzero z € K, define

_1 r r—1
Log(z) = (log, |aj(z)\);:0, H= {t ER": ijo t; = 0}.

For a unit u, the norm identity [[, |o; (u)|* = Normg g(u) = 1 places Log(u) in
H. Products become sums, and roots of unity have logarithm zero. Under this
embedding, the unit group maps to a lattice of rank r — 1 in H: A = Log(R*) =
{2:11 n; Log(u;) : n; € Z}. The vectors Log(u;) form a basis of H over R,
and their integer combinations are exactly the logarithms of units. For targets
w; > 0 with [, w; = 1, we seek a lattice point close to (logy w;); € H to obtain
a unit u with |o;(u)| = w;.

The cyclotomic unit group is C,, = R* N (-1,(,1 =¢* : 1 < a < m),
where the generated group is taken in K*. For integers a coprime to m, put



o = (1=¢*)/(1 —¢). Since c_, = —( ¢4, we have Log(c_,) = Log(c,). To
avoid repetition, use G = (Z/mZ)* /{£1}, which groups the indices a and —a
modulo m corresponding to conjugate embeddings. We identify G with a set of
integer representatives containing 1. We use the following two classical results.

Lemma 1 ([19, Lemma 8.1]). If m is a prime power, Cy, is generated by +C
and cq for a € G\ {1}.

Theorem 1 ([11, Theorem 2.8]). If m > 2 is a prime power, then [A :
Log(Cyn)] = h™(m), where h™(m) is the class number of Q(¢ + ¢1).

For CKKS, m = 2N = 4r is a power of two. The preceding results then give
an explicit basis.

Corollary 1 (An explicit basis). If m = 4r with r > 2 a power of two, then
the vectors Log(csn), 1 < h < r, form a basis of H over R.

Proof. Since 5 has order » modulo 4r and 5" = 1 (mod 4) for 0 < h < r, the
elements 5°,5', ..., 5" ! represent G. Lemma [[] shows that the stated r — 1 vec-
tors generate Log(C,,) over Z, as roots of unity have logarithm zero. Theorem [I]
implies [A : Log(Cy,)] = ht(m) < co. Thus every v € A satisfies nv € Log(Cy,)
for some integer n > 0. Writing v = L (nv) gives spang A C spang Log(Ch,).
The reverse inclusion follows from Log(C,,) C A. Their common real span is H,
so the » — 1 vectors form a basis, since dim H = r — 1. a

3 Precision Allocation via Ring Multipliers

3.1 Encoding and Message Recovery

We use a public ring multiplier, namely a nonzero element p of the plaintext
ring R, to allocate errors across slots. All slots remain available for independent
messages, with none reserved for auxiliary data.

For a message x; in slot j, we encode x;/0;(p) rather than z;. If this value
acquires an additive error 7;, restoration gives

z;
a;(p) (Jj(p) + nj) = x;+0;(p)n;-
Let B > 0 bound |n;| in every slot before restoration, including accumulated
encoding, decryption, and homomorphic evaluation errors. Restoration reduces
this bound when |o;(p)| < 1 and increases it when |o;(p)| > 1, thus allocating
the precision. For target errors € = (gg,...,6,—1), where ¢; = 2% specifies b;
bits of absolute precision, we therefore seek p satisfying |o;(p)|B < ¢; for every
j.

Specifically, to encrypt a message vector x = (xg,...,2,—1) € C" at modulus
Q@ and scale A > 0, we use the standard CKKS encoder to compute

- P“_l <af<0p>"“’ gf;(})ﬂ <t




The positive real scale A is shared by all slots, but the absolute value of the
scaling factor in slot j is A/|o;(p)].

1. Encryption. Compute ct = (cg,c1) = Encpr([p]g) using standard CKKS
encryption.

2. Message recovery. First compute the ciphertext pct = ([pcolg, [pei]g). Then
Dec,(pct) = [p(co + c15)]@ and Z; = 0;(Decy(pct))/A for each slot j.

Multiplication by p uses its integer coefficients directly and requires no additional
plaintext scale.

To establish correctness, let eq,. be g minus its unrounded value. Standard
CKKS encryption satisfies ¢o + ¢18 = g + egec (mod @), where eqec € R is the
decryption error. For this encoding, 1, = 0j(€enc + €dec)/A. These definitions
give

p(ﬂ + 6dec) = Aa_l(x) +p(eenc + edec)- (3)
Multiplication by p cancels the division by its embeddings in the message term,
but also multiplies the errors by p.

Since each embedding sums the N coefficients with unit-modulus weights
and rounding changes each coefficient by at most 1/2, we obtain ||g|lcoef,co >
Alz;|/(Nlo;(p)]) — 1/2 for each slot j. Even if some coefficients of y lie outside
(—Q/2,Q/2), Lemma [ gives a sufficient condition for correct message recovery
after reduction modulo Q. Its proof is given in Appendix [Al

Lemma 2 (Correctness of modular restoration). If Allo™"(x)| cocf,co +
”p(eenc + edec)”coeﬂoo < Q/2, then DeCS(pCt) = p(ﬂ + edec) and ,fj = x; +
0;(p)oj(€enc + €dec)/A for each slot j.

The following proposition gives finer control over p by bounding its embed-
dings. The proof is given in Appendix [Bl

Proposition 1 (Multiplier bounds for target precisions). If |o;(€enc +
€dec)|/A < Bj and |o;(p)| < €/ Bj for every slot j, with possibly different bounds
Bj >0, then [[p(eenc + €dee)llcoet,00 < (A/r) X20g £5. If also

Al 0+ 23 e) < 2 2

r
then |Z; — x;| < €; for every slot j.

Together, Lemma[2land Proposition [ give sufficient conditions for recovering
the messages at the target precisions. The range condition applies to the poly-
nomial p(p + eqec) after restoration. The polynomial i + egec before restoration
need not be a centered representative modulo Q.

In addition, for any A > 0, the same encoding can be written using scale
A/X and values z;/(0;(p)/N), since (A/N) z;/(0;(p)/\) = Az;/o;(p). With the
same rounding, both forms give the same polynomial p. For fixed p and an un-
changed evaluation circuit, this rewriting alone does not reduce computation or
storage costs: corresponding executions use the same modulus chain and integer
operations. Proposition [Bl in Appendix [C] gives the formal statement and proof.



3.2 Homomorphic Evaluation

We show how to maintain this representation during homomorphic evaluation
in this subsection. For a ciphertext ct = (g, ¢1) at modulus @ and scale A, the
multiplier remains fixed throughout evaluation, we use M € R to denote the
polynomial representing the message after restoration. It satisfies

plco+c18) =M (mod Q), o(M)=A(x+e), (5)

where x is the intended value and e is its error. For a fresh ciphertext, M =
(1t + €dec), where 1 is obtained by applying () to (z,/0; (p));;(l]

Evaluation uses standard CKKS ciphertexts, only with the message in slot
J represented as x;/0;(p). Therefore, relinearization Relineyi and key switch-
ing KSy _, s require no modification. We next consider the other homomorphic
operations. We write M and M for the polynomials after addition and multi-

plication, respectively.

Add(ct,, cty). Let ct, = (ap,a1) and ctp, = (bo,b1) have the same modulus @,
scale A, and secret key. Return cty = ([ag + bolg, [a1 + b1]g). The output has
modulus @, scale A, and polynomial M = M, + M,. It represents x, + x; with
error e, + €. Subtraction follows the same rule with a change of sign.

AddPlain(ct,a). To add a public vector a € C", we encode a;/c;(p) in each slot,
since the stored value is x;/05(p). Compute py = Ao~ ((ai/0i(p))icpr—1])]-
Return cty = ([co + p4]@, ¢1), since adding p14 to ¢ increases the decryption
expression cg + ¢18 by pg. The output retains modulus @ and scale A, with
M, = M + pu,. Up to the existing error and the error from encoding a, it
therefore represents the logical sum x + a.

MultPlain(ct, a; Ayt ). For a public vector a and a plaintext scale Ay, > 0, com-
pute puyx = |Ap o7 (a)] and return cty = ([uxcolg, [uxci1]g). Since (z;/0;(p))-
a; = (xja;)/o;(p), the public vector is encoded without division by o;(p). The
output has modulus @ and scale AAy;, with My = ux M. It therefore represents
the logical product (z;a;);ejr—1]-

Multeyk (ctq, cty). Let the inputs represent x, and x; with modulus @, secret
key s, and scales A, and A;. First form the usual product with components
do = [aobolg, di = [aob1 + aibo]g, and da = [a1b1]g. Multiply every component
by p, and return

ctx = Re“nevk([pCZO]Q, [pdl]Qa [de]Q)

This correction gives 0;(p) - (Ta,jTb,;/0;(p)?) = T4 jxp ;/0j(p) in slot j, preserv-
ing the required representation. The output has modulus @) and scale A, A,. If
k € R is the phase error added by relinearization, then its polynomial in (B
is My = M,M, + pk. Rescaling is a separate operation. The output therefore
represents the logical product (z4 ;% ;);-

RSp(ct). Let Q@ = DQ', where D > 1 is odd. The components ¢; are already

written as centered integer representatives modulo Q. Set p; = [¢;]p and return



ct’ = (cy,¢;), where ¢ = [(¢; — p;)/D]g for i € {0,1}. For each coefficient
a = Dk+b with centered residue b, we have |b| < D/2,s0 (a—b)/D =k = |a/D].
Thus the formula divides each coefficient by D and rounds to the nearest integer.
The output has modulus @’ and scale A’ = A/D. The result is independent of
the chosen representatives. Lemma [3] below shows that this standard rescaling
procedure preserves our representation.

ModReduce (ct). For a divisor Q" of @, return ct’ = ([co]gr, [c1]q/). The scale
remains A, and the same polynomial M satisfies () modulo Q’. Recovery at
this modulus requires || M| coef,co < @'/2.

Auto;(ct). For a ring automorphism 7, applying 7 to p(co + ¢18) = M (mod Q)
gives 7(p)(7(co) + 7(c1)7(s)) = 7(M) (mod Q). The secret key and restoration
factor become 7(s) and 7(p), respectively. To restore with p, choose a public
¢- € R satisfying pq, = 7(p), when a solution exists, and return

ct’ = KSr ()5 ([g-7(c0)lqs [gr7(c1)] @)

If key switching adds phase error x, € R, its output satisfies ¢j+cjs = ¢ (7(co)+
7(c1)7(8)) + kr (mod Q). Restoration multiplies this relation by p; using pq, =
7(p) gives M' = 7(M) + pk,. One may take ¢, = 7(p)p~! when p is invertible
modulo @, or ¢ = 1 when 7(p) = p, even without invertibility. The output
retains modulus ) and scale A and represents the permutation and possible
conjugation of the logical slots induced by 7.

For a linear transformation L on the logical slots, write the stored message
vector as z = U~ !x, where U = diag(ao(p),...,0.—1(p)). The desired output
Lx must be stored as U™ Lx = U™'LUz. If LU = UL, this equals Lz, so the
same map L can be applied directly to the stored values. This holds for sums
and averages within groups whose values o;(p) are equal, since their common
factor 1/0;j(p) can be taken outside each sum. Equal absolute values do not
suffice, since signs and complex phases also affect the sum. In other words, |o;(p)|
control precision allocation, while the full values o;(p) determine the corrections
that preserve the logical computation.

If every rotation used to implement L fixes p, then these rotations use ¢, = 1
and require no public correction.

The following lemma gives the exact polynomial after rescaling. It does not
require p to be invertible or the input phase cg+c1s to lie in the centered interval
modulo Q. Its proof is given in Appendix

Lemma 3 (Preservation under rescaling). Let Q = DQ" with odd D > 1.
Suppose an input at scale A > 0 has a polynomial M € R satisfying p(co+c1s) =
M (mod Q) and o(M) = A(x+e). With po, p1 and ct’ as in RSp, the polynomial

M —
M= p(g) +p159) ()

belongs to R and satisfies p(cy + ¢4s) = M’ (mod Q). At scale A’ = A/D,

/

we have 0;(M')/A" = x; + € for every slot j, where e = e; — aj(p)o;(po +
p15)/ (DAY,



For multiplication followed by rescaling, the lemma gives

_ MM, + pr — p(po + p15) A= Ay Ay

D ’ D -
Both new error terms carry the factor p upon restoration. Again, p is a polyno-
mial in R, so under o this factor becomes ¢;(p) in slot j. Bounds for these terms

and for the propagation of existing errors are deferred to Section [3.3]

M/

3.3 Error Analysis and Security

We bound the difference between the recovered value and the intended result
in each slot, and give conditions that guarantee the required precision. At each
computation node v, the ciphertext ct, = (cy,0,¢y,1) has modulus @, and scale
A,. Let M, € R be the polynomial representing the message after restoration,
with M, = p(cy0 + ¢y,18) (mod Q). For the intended value z, ;, the error in
slot j is e, ; = 0;(My)/A, — zy ;. We write e, j = 0;(p)n,,; and use bounds

10,5 < By js |Zo,5] < Ay,

Thus 7, ; is the accumulated residual normalized by A,,, with the restoration fac-
tor o(p) kept outside. These quantities are used only for analysis; intermediate
ciphertexts need not be decrypted.

For a fresh ciphertext encrypting x,,, let eenc,» and egec,, denote its encoding
and decryption errors. At an evaluation step v, let k, denote the phase error
introduced by relinearization or key switching, and let p, o, p,,1 be the residues
used in rescaling® For every slot j, we use bounds

‘Uj(eencyu” S Benc,'w |Uj(edec,v)| S Bdec,va

(7)
|Uj(’{v)| < Ky, |Jj(pv,0 + pu18)| < Ry.

These bounds are taken before restoration and division by the message scale. In
particular, the rescaling phase error is —(py,0+ pv,15)/ Dy, whose embeddings are
bounded in absolute value by R, /D,. For the RNS method, K, can be chosen
using (@) in Appendix [El We assume that the bounds hold simultaneously for
the actual operation inputs, including those after public corrections. For a fresh
ciphertext, the triangle inequality gives the initial bound

|Uj (eenc,v + edec,v)| Benc,v + Bdec,v

|,'7U7j| = Av S Av = Bv,j-
We analyze multiplication and rescaling together:
A A
ct, = RSp, (Relingyi(p(ct, ® cty))), A, = 57”. (8)

Here ® forms the usual product with three components, and p multiplies each
component before relinearization. The inputs share a modulus and secret key,
and D, > 1 is an odd divisor of that modulus, as required by RSp, .

4 For input components ¢; modulo D,Q,, we have p,; = [ci]lp, and ¢y = [(ci —
pv,i)/Dyv]q, for i€ {0,1}.

10



Lemma 4 (Error after multiplication and rescaling). For (), the logical
value s T, j = Tq,jTp,5, and its error satisfies

)

K, + R,
lew,i] < loj(p)| (Aa,ij,j + Ap,jBa,j + 0;(p)| Ba,j Bb,j + ) .

D?)AU
The expression in parentheses is a valid choice of B, ;.

Proof. Lemma [ gives M, = (M My + pry — p(pv,0 + pv,18))/Dy. Substitute
oj(My) = Ay(x; + o;(p)ne;) for t € {a,b} and use D,A, = A,A,. After
division by A,, expanding the product and subtracting x, jxp ; gives the first
three terms in (@) after taking absolute values. The remaining term is bounded
by |o;(p)|(Ky+ Ry)/(DyA,). Since oj(p) # 0, the same inequality bounds |7, |
by the expression in parentheses. a

The first three terms propagate existing errors, while the last accounts for
relinearization and rescaling in this step. The outer factor |o;(p)| comes from
restoration. Starting with the input bounds, we propagate B, ; in circuit order
to obtain Byt ;. For addition at a common scale, take B, ; = B, ; + By j. Ap-
pendix [E] gives the remaining rules, including approximation of public constants
and movement between slots. The accumulated bound can itself depend on p, so
the final precision must be assessed using the full propagation.

In summary, recovery at the required precisions is guaranteed by the following
precision and recovery conditions:

|oj(p)|Bout,j < €5, for each required output slot j,

Qout ( 10)
2Aout .

M, £ _
HOHA‘EM S ||J (Xout ||coef [e'e] + Z |Jg |Boutj
out

The second condition includes all slots, even those whose outputs are not re-
quired. As in Proposition [, these conditions ensure that centered decryption of
PCtout returns Moye, giving [Zout,j — Tout,j| < |05 (p)|Bous,; < €; for each required
output slot.

Next, we use the following proposition to establish security.

Proposition 2 (Security Reduction). Fiz the public parameters and p before
CKKS key generation. If a PPT adversary A breaks the IND-CPA security of
our construction, then a PPT adversary B, breaks CKKS:

IND-CPA _ IND-CPA
Advours,p,cvk(A) - AdVCKKS, cvk(BP)'

Proof. The reduction B, interacts with the CKKS challenger C as follows.

1. B, receives (pk,evk) from C and gives (pk, evk, p) to A.
2. A sends (xg,x1) to B,, which computes

pe= A0 ((we/0;0)i) ], t€{0,1},

and submits (ug, 1) to C.
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3. C returns ct = Encyy(up) for its hidden bit b € {0, 1}. B, forwards ct to A.
4. A outputs a guess b’ € {0,1}, and B, returns the same ' to C.

For each b, A’s view has the same distribution as in our scheme. Hence the
advantages are equal. O

4 Construction of Ring Multipliers

4.1 From Precision Requirements to Embedding Weights

We determine target values for |o;(p)| from the required precisions b = (bj)g;é €
R . With ¢ := 27Y% | the precision condition in ([I0) is |o;(p)|Bout,; < €;

For any p € R\ {0}, H;;é loj(p)|* = Normg g(p) > 1, with equality if and
only if p € R*. Thus |o;(p)| < 1 cannot hold for every j. For a unit u € R*,
loj(u)| < 1in some slots requires |o;j(u)| > 1 in others, with [[; [o;(u)| = 1. If p
is not a unit, then []; [o;(p)[ > 1. Thus the same reductions in some slots require
greater overall compensation from the others than for a unit. We therefore choose
a unit u € R* as the multiplier p.

Set B := maxo<;<r Bout,; and b= Zté b;/r. Choose target weights w; o
g; for |oj(u)|. Normalizing them so that ﬁj w; =1 gives

wj = 2b_bj, t; :=logyw; = b— b;j.

If B < 2% the ideal error bounds satisfy Bw; < 27 For example, suppose
half the slots require 60 bits of precision and the other half require 20 bits. Then
b = 40, giving logarithmic targets (—20,20) and weights (2729, 220), which at
B = 2740 yield ideal error bounds (2760,2729).

Set the target vector of logarithmic weights t := (tj)g;é. Since Zj t; =0,
we have t € H and seek u € R* with Log(u) = t. The lattice A is discrete, so
exact equality need not be possible. The next subsection gives a construction
and bounds its deviation from t.

4.2 Explicit Construction via Fourier Method

We construct v € R* from the target t € H. Let » > 2 be a power of two and
¢ := e?™/(41) Define the automorphism 7 : K — K by 7(¢) = ¢°. Use the slot

order ¢;(¢) = C5j, 0 < j < r, and take subscripts modulo r. Choose the unit
vi=( e =0T+ A1+ 0+

The symmetric expression makes every o;(v) real. Since ¢ ~2 is a root of unity,
Log(v) = Log(cs). The ratio ¢5 = (1 — 7(¢))/(1 — ¢) matches 7, so common
factors cancel when we multiply the conjugates, as shown below.

Set ¢; := log, |o;(v)]. Since o;(77%(v)) = 0j_k(v), products of conjugates
give the circular convolution

r—1 r—1
um) = [[r7*@)"™, nez’, logloj(um)=> ;g  (11)
k=0 k=0
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Negative exponents are allowed because every factor is a unit. We use the Fourier

transform to solve the convolution equation. For any vector z = (zj)g;é e Cr,
~ —1_  _onij s 1~ 9

define Zj, := Y777 zje 2mijk/r | with inverse z; = 1 37770 Z,e2™%/" The follow-

ing lemma ensures that the convolution can realize every target in H with real

coefficients.

Lemma 5 (Spanning by logarithms of conjugates). The vectors Log(7*(v)),
0<k<r, span H over R. Consequently, €y =0 and £y, #0 for 1 <k <r.

Proof. For 1 < h < r, HZ;(l) Th(w) = ¢(1-5")/2¢,, | hence Zz;é Log(m*(v)) =
Log(csn ). Corollary Mland 7% (v) € R therefore give spang {Log(7*(v)) : 0 < k <
r} = H. The convolution matrix L = (¢;_)o<jk<r has columns Log(t=*(v)).
Since 7" = id, these span H, so rank L = r — 1. Fourier diagonalization gives

diag({o, . .., ¢r—1) with the same rank. The rank of a diagonal matrix equals the
number of its nonzero diagonal entries, so exactly one Fourier coefficient is zero.
Since lo = 3, {; =logy [[; [0 (v)| = 0, we have £ # 0 for 1 < k <. O

Theorem 2 (Construction and rounding bound). For t € H, take the

inverse Fourier transform a € R” of ag := 0 and ay, := ?k/ik for1 <k <r. Set
nj := |a;j] and form u(n) as in (). Then u(n) € R* and

r—1
1
I Log(u(n)) —tllec < 5 > 14l
7=0

Proof. Conjugate symmetry of the transforms of the real vectors (¢;); and (¢;);
makes a real. Since ty = 0, Lemma [l and Fourier inversion give >, {;_rai = t;.
Using |ni — ax| < 1/2, we obtain [log, |0 (u(n))| — t;| = |3, €i—k(nk — ax)| <
Yor k| [ne — ax] < %Z;;é |2 |. The product defining u(n) is a unit. O

The bound gives 2t~ Xizo sl < |g; (u(n))| < 27+3 Zizo %[, It measures

the deviation of the weights from their targets.

For periodic targets t;,q4 = t;, where d > 2 divides r, apply the same con-
struction in Z[C4q] with C4q := ¢/%. Use (to,...,tq_1) as the target, replacing
and ¢ by d and (44 in the construction and its bound. This target also has coor-
dinate sum zero. The resulting unit satisfies o14(u) = o;(u), giving d groups of
r/d slots with deviation bound Z?;é |¢;], using the subfield values of ¢;. Slots
in each group retain independent messages.

For example, with d = 2, set h := (g —|—C8_1. Then h? = 2, and the chosen unit
is v = 1+h, with v™! = h—1. Since o (h) = (—1)7+/2, the multiplier u = v* has
weights (a*,a™%) on the even and odd slots, where a := 1 + /2. For a target
(to,t1) with t; = —tg, choose k := [to/logy a]. Rounding this single exponent
gives the tighter deviation bound %logQ a = 0.636 bits for either logarithmic
weight.
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5 Precision Allocation under Recovery Constraints

Precision targets concern the outputs that are used, whereas recovery of Moyt
depends on errors in every slot. Can selected slots gain arbitrarily much precision
by allowing larger errors elsewhere? We use the recovery condition in (I0) to give
a range of allocations that guarantees correct recovery.

5.1 Effects of Precision Differences on Error

Consider a unit u with weights 2=% on half the slots and 2% on the other half,
where 6 > 0. Use a common bound B > 0 with Byy,; < B for every j. The
restored error bounds are 279 B and 2% B, so their corresponding precision bounds
differ by 26 bits. Each required output must also satisfy |o;(u)|Bout,; < €;. A
dummy output has no precision target, but its error still enters the recovery
condition.

To see how 0 affects the polynomial coeflicients, define the average embedding

weight
1 r—1

COESES SN

The coefficient error term in (I0) satisfies %Zj | ()| Bout,; < Bw(u). For the
two equal groups, w(u) = (279 + 29)/2. Tt equals 1 at # = 0 and increases
with 6. Thus increasing 6 reduces the error bound in one group but increases
the common bound Bw(u) on the coefficient error. For large 6, this bound is
approximately B2~1. The following proposition states when it still guarantees
recovery.

Proposition 3 (Allocation bound for two levels). For the two groups above,
set C' = %(%::t - Ha_l(xout)Hcoef,oo)~ IfC>2and

C ++/C? —4>
2

0 <6 < log, ( , (12)

then centered decryption of ucteys returns the entire polynomial Moyt .

The proof is given in Appendix [Hl

At fixed Qout, Aout, Xous and B, increasing 6 eventually makes w(u) > C/2.
Thus this bound cannot guarantee arbitrarily large precision differences. Exceed-
ing (I2) removes the guarantee; it does not by itself prove that decryption fails.
Keeping 0 and the equal group proportions unchanged, increasing N provides
more slots at each weight, with N/4 slots assigned the smaller weight 277.

For multiple levels, w(u) also records the fraction of slots assigned each
weight. If [log, o (u)|| < 6 for every j, then 1 < w(u) < (279 4 2%)/2. Both in-
equalities follow from convexity of 2* and }; log, |oj(u)[ = 0; the upper bound
uses the line joining the values at —6 and 6 for 6 > 0. The two equal groups
attain the upper bound, whereas other distributions can give a smaller average
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at the same maximum logarithmic deviation 6. Thus w(u) < C/2 can guarantee
recovery even when the uniform condition (I2]) does not hold.

These comparisons keep B fixed. For any evaluated circuit, the more precise
contribution is 37 jloj(u)|Bout,; in (I0), using the bounds propagated for the
actual unit and parameters.

5.2 Allocation with Dummy Slots

When a task needs outputs at different precisions, both groups can produce
useful results. If all useful outputs require high precision, we can instead fill some
slots with dummy values and assign smaller weights to the useful slots. Here NV
is fixed, so dummy values occupy some of the existing r = N/2 slots. Even if
a dummy output has ideal value zqu,; = 0, its actual embedding o;(Mous) =
Aout0; (W)Nout,; can be nonzero and must be included in ([ITJ).

To choose target weights, let Z, D be nonempty sets of useful and dummy
slots that partition the r slots. Fix their sizes, the useful targets ¢; for ¢ € Z, and
a common residual bound B. The unit constraint requires } ;. t; = —> ;7 ti.
By convexity of 2*, the dummy contribution (B/r) " . 5, 2% is smallest when all
dummy targets equal their average, namely t; = — iiel t;/|D|. If every useful
target is t; = —#6, this gives t; = 6|Z|/|D| on the dummy slots and hence two
levels. Equal group sizes recover the targets —6, # above. This therefore minimizes
the common bound for target weights.

For independent computations, a batch is a set of inputs packed into slots and
processed by one circuit evaluation. Dummy slots reduce the number of useful
inputs per batch, so the same task may require more batches. These batches can
run in parallel, so their number need not increase the running time.

6 From Precision Allocation to Resource Savings

We next show that our precision allocation method can allow smaller scales A,
and ciphertext moduli @, at the required precision. We give conditions for these
reductions and compare their savings with the costs of public corrections.

Ordinary CKKS (p = 1) and our construction (p = wu) choose their own
N, Ay, Qy, P for the same logical circuit, input bounds A, ;, precision targets
27% and number of useful inputs. Both use the same security target, secret and
error distributions, and failure probability bound.

6.1 Scale and Modulus Reduction

We give sufficient conditions for smaller scales and show when they lead to a
smaller initial modulus. For a fresh ciphertext, a weight |o;(u)| < 1 permits a
smaller scale because |o;(u)|/(|o;(u)|A) = 1/A. With common encoding and
decryption bounds Beyc, Bgec, ordinary CKKS at scale A and our method at
scale |oj(u)|A therefore have the same restored error bound (Benc + Bdec)/A.
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Multiplication introduces further errors and can limit this reduction. Su-
perscripts o,u denote ordinary CKKS and our method, respectively. At each
node v, define the actual scale reduction factor -, := A9/AY. We compare the
same circuit at the same N, using additions and multiplications within each
slot and rescaling after every multiplication. In each evaluation, addition inputs
have equal scales, operation inputs have the same modulus, and each rescaling
divisor satisfies D, > 1, D, = 1 (mod 2), and D, | @, where @ is its input
modulus. For a multiplication node v with inputs a,b, the scale updates give
D;)l = Dg’}/v/(%z’yb)‘

Use common encoding and decryption bounds and a common relinearization
bound K, from (@). The rescaling bounds R, RY use the respective divisors
D3, Dy If both secret keys satisfy ||s|lo,c0 < Bs, exact rescaling permits the
common estimate R, /D, < N(1+ Bg)/2; see Appendix [El The new error term
in Lemma [ satisfies

K, + R} Ya Yo Ky %N(l + BS)
. < . .
()] DrAw — | ()] ( A AL 240

(13)

Relative to ordinary CKKS, the relinearization and rescaling bounds have factors
loj(w)|vays and |o;(u)|ys, respectively. Both methods propagate errors using
these common estimates and the same value bounds A4, ;.

Proposition 4 (Scale reduction). For the two evaluations above, fix a slot j
with |o;(u)| < 1. If

1<, < oj(u)| 712 for every node v,

then |oj(u)|By ; < By ; at every node. The scale at node v decreases by logs 7,

bits, at most —1 log, |0;(u)| under this condition. The reduced parameters must
also satisfy the precision and recovery conditions in (I0).

Proof. The fresh input bounds have factor |o;(u)|y, < 1. At each multiplication,
both |o;(u)|ve7 < 1 and |oj(u)|y, < 1, so the new error bounds in ([I3) do not
increase. Addition and the propagated terms in Lemma M are nondecreasing
in the restored input bounds; induction gives the stated comparison. Finally,
logy A9 —logy A = logy v, < —3 logy |0 (u)]. O

A smaller relinearization bound can allow still smaller scales. Let K9, K} > 0
be the bounds obtained from each method’s P and decomposition. This error
contribution does not increase if |0 (u)|v,7 K, < K9. For squaring, a = b, and
this condition becomes AY/A? > \/|o;(u)|K3/Kg. If K} < K9, this threshold
is strictly below 4/|o;(u)| from the common bound, permitting a smaller input
scale. The other error constraints still apply.

The recovery condition also limits the modulus reduction. Condition ([0 re-
quires every coeflicient of Mo, /Aoyt to have absolute value below Qout/(240ut)-
Larger errors in other slots can require a larger ratio Qout/Aout to satisfy this
condition, even when the bounds |o;(u)|Bout,; meet all required precision tar-
gets.
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To compare initial moduli, consider d > 1 successive squarings with rescaling
and no other modulus reductions. For either method, let Q¢, A; denote the mod-
ulus and scale after step ¢, starting from Qg, Ag. The updates D; = A? | /A,
and Q;—1 = DiQ; give Qo = (Qu/Aa) A3 ?;11 Ay;. Applying this identity to
both methods yields

Q1 /Au d—1

@i = gt <ai [
The fraction compares the final moduli relative to scale; the product is the
modulus reduction factor from the smaller scales if Qq4/Aq4 stays fixed. At fixed
scales, increasing Qg increases Qg by the same factor. Thus a larger final ra-
tio reduces the savings from the scales. For example, if 72 Hf;ll v ~ 16 and
(Q4/A%)/(Q9/AY) =~ 4, then Qf ~ Qf/4. This comparison uses the actual scales
determined by the RNS primes. Other circuits use their own scale and modu-
lus updates. The next subsection compares computation and storage using the
selected prime counts.

6.2 Computation and Storage Costs

Smaller moduli may reduce the number of RNS primes, while public corrections
add modular products. We compare costs using each method’s own parameters
that meet the same precision targets for the required output slots and the same
security requirement.

Computational Cost Recall from Section the ring degree NV, the moduli
Qu, P, their prime counts Lg,, Lp, and the block count 3, = [Lg,/Lp].

Table 1. Differences in modular product counts between original CKKS and our
method. The moduli @, P and their prime counts Lg, Lp may differ between methods.

Operation Original CKKS Our Method

Mult N°(6Lg + 2Ly, +26°(Lg + Lp)) NU(9Lg + 2Ly, + 26" (LG + Lp))
Auto (¢ 1)  2N°(Lg + B°(Ly + L)) NS (2L + B (LY + L)
Restore 0 2N"Lg, ..

Table [ lists only operations with different counting formulas. All operands
and outputs use NTT form. Ciphertext multiplication includes relinearization
and one rescaling from @ to Q' = Q/D, with each method’s own moduli and
decomposition. The counts for our method include the public corrections; con-
ditions on ¢, refer to our method.

In NTT form, multiplying one component by a public ring element uses
N" modular products per prime. Multiplication produces three components,
each multiplied by u before relinearization, giving 3N"L¢, additional modular
products. An automorphism multiplies its two components by ¢, before key
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switching, adding 2N"L¢, modular products when ¢, # 1. The factors u and ¢,
introduce no additional encoding scale, so these corrections preserve the scale
and need no extra rescaling.

The remaining operations have unchanged costs at equal parameters. For
h € {o,u}, addition uses 2N hL’é modular additions, and MultPlain uses 2N hL’é
modular products; neither requires transforms or RNS conversions. Auto with
¢r = 1 uses 2N" (L, + " (L, + Lp)) modular products. All automorphisms also
permute 2Nth entries.

Public corrections add no transforms or RNS conversions. Mult uses (8" +
2)(L}é + L) + 2L}g2 transforms and 3" + 4 RNS conversions; Auto uses (3" +
2)(L¢y + L)) transforms and " + 2 conversions. MultPlain and Restore use
neither. These formulas are evaluated with each method’s own parameters, so
the resulting counts may differ. Squaring reuses the product cyc; and requires
N hL'é fewer modular products than Mult, with all other counts unchanged.

For the d successive squarings above, sum the adjusted modular product
counts at each step’s modulus and add final restoration. Within our total, the
public corrections and restoration account for

d
BNUD Ly, | +2N"Ly,.
t=1

Storage Cost For storage, we count uncompressed residue coefficients in 64
bit words, with eight bytes per coefficient. A ciphertext with two components
at modulus @ and one switching key with 8 polynomial pairs at modulus QP
require, respectively,

St = 16N Lg bytes, Sevk = 16N3(Lg + Lp) bytes.

For a public key stored as two polynomials modulo QP, the corresponding size
is 16N (Lg + Lp) bytes.

At fixed N, a smaller @ may allow fewer RNS primes and therefore smaller
ciphertexts. If Lg remains unchanged, their storage in machine words is un-
changed. Changing Lp affects both § and the width Lg + Lp of each key com-
ponent. Key size can therefore change discontinuously, and the parameters with
the smallest keys need not give the shortest running time.

Our construction of u also requires extra computation and storage. We count
constructing u, computing o;(u), and preparing public NTT representations
separately from homomorphic evaluation. Each stored NTT polynomial modulo
() uses 8N L bytes. We also count the storage for the description of u and the
embeddings (o;(u)); used by the encoder.

7 Implementation
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A Proof of Lemma

Proof. In ordinary CKKS, the triangle inequality guarantees no wraparound
if Allo™ (%) lcoct,00 + [|€enc + €decllcoet,c0 < Q/2. By (), restoration replaces
€enc + €dec With p(eenc + €dec) While leaving the message term unchanged, giving
the stated condition and decoded values. a

B Proof of Proposition [

Proof. Applying @) to f = p(€enc + €dec) and using the assumed embedding
bounds yields

r—1
[[P(eenc + €dec) || oot 00 < - > 1o (p)] loj(eenc + €aec)|
=0
A r—1 A r—1
<= |Jj(p)|Bj§7Z5j'
=0 =0

Under (@), this implies the range condition in Lemma 2] which therefore gives
the decoded values. Their errors satisfy |z; — x| < |o;(p)|B;j < ¢; by the same
embedding bounds. ]

C Modulus Length under Equivalent Encoding

Proposition 5 (Modulus length under equivalent encoding). Fiz the
ring, p, and a circuit evaluated as in Section [ With identical rounding and
exact scale bookkeeping, the rewriting (Ar,a5(p)) — (Ai/X, 0;(p)/N) B for a com-
mon A > 0 leaves the feasible modulus chains and their total lengths unchanged.

Proof. For any feasible original execution, use the same input modulus, keys,
and randomness. Tildes denote the rewritten form, with A, = A;/\. Input and
additive-plaintext encodings give 1t = p, since (A/X)(Ax;/0;(p)) = Az;/0;(p)
and rounding is identical. The correction p has plaintext scale A, so the rescaling
divisor is

A(Aa/A)(Ab/)‘) _ AaAb
Ac B AC/)‘ B Ac

For the remaining rules, retain the multiplicative plaintext scale A, and the

b= A - D,

same public corrections. Addition preserves scale alignment because A, = A, <~
Ay = Ayp. Plaintext multiplication and rescaling preserve the correspondence:
AyApy = (AApy) /X and Ay/D = (A;/D)/X. Automorphisms and linear maps
use ¢, = ¢, and (U/X\)"1L(U/X) = U~LLU. Induction on the integer operations
giVeS (Ctt7 Qt7 >\At) = (Ctt; Qt7 At)

® The identity o;(p/)\) = o;(p)/X holds for every A > 0, even when p/\ ¢ R.
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Recovery then gives 5]- = 0;(Decs(pctout))/ (Aont) = Z;. The correspon-
dence is reversible. For a chain Qy,...,Qr with Dy = Q;—1/Q+,

~ ~ L ~
logs Qo = logy Q1 + thl log, Dy

L
= 10g2 Qr + Zt:l 10g2 D; = 10g2 Qo.

D Proof of Lemma

Proof. Using the integer representatives ¢y, ¢; € R, the hypothesis givesan I € R
such that

plco +c18) = M + DQ'I.

Reducing modulo D yields M = p(pg + p1s) (mod D), so the numerator in (@)
is divisible by D in R. Subtracting p(po + p1s) from the displayed identity and
dividing by D gives

p(co_pOJrcl_pls) =M +Q'I

D D

Reduction modulo @’ proves the claimed congruence. Replacing ¢; by ¢; + Qh;
leaves p; unchanged and changes the quotient by Q’h;, so the output does not
depend on the representatives. Finally, apply o; to (@) and divide by A" = A/D.
Using 0,;(M) = A(z; + e;) and DA’ = A gives the stated identity. O

E Additional Error Propagation

We use the notation and primitive bounds of Section The following rules
give bounds at output node v from the bounds at its input nodes. All scales
follow the exact updates in Section

AddPlain(ct,, u). For addition of a public vector u, write uy = Aqo~((u;/0;(p));)+
e and let By , bound |oj(ey)| in every slot. Since M, = M, + pu, one may
take Bv,j = B@J’ + B—‘,—,U/A(L'

MultPlain(ct,, u; Apt ). For multiplication by a public vector u encoded at scale
Apy, define its encoding discrepancy §; = o;j(px)/Aps —u; and choose 5; > |d;].
The identity M, = px M, gives 0, ; = (u; + 0;)Na,j + Zq,;0;/0;(p), hence

A(L,jﬂj
o ()|

By j = (luj| + B5)Ba,j +

Thus approximation of the public multiplier contributes an error whose restored
bound includes A, ;5;.
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Multeyk (cty, cty). For multiplication without rescaling, the same expansion as in
the proof of Lemma Ml gives ([@) with D, = 1 and R, = 0. Rescaling already
included in that lemma is not counted again.

RSp, (ct,). For rescaling alone, Lemma Bl gives B, ; = B, j + Ry /(DyA,).

ModReduce (ct, ). Modulus reduction leaves B, ; = B, _;, since M, and the scale
remain unchanged; the smaller modulus must still satisfy the range condition at
recovery.

Auto,(ct,). For Auto,, assume the public correction in Section exists. If
7 moves input slot k to output slot j, possibly with conjugation, the identity
M, = 7(M,) + pk, gives

_ low()|
o og(p)]

Conjugation preserves absolute values, so the same bound applies in both cases.
If 7(p) = p, the ratio is one.

Ky
A,

Ba,k +

Linear transformations. Linear transformations are bounded by propagating these
rules through their actual sequence of operations.

Primitive bounds. The bounds above do not require independence of the errors.
For probabilistic primitive bounds, the failure probability of their joint event is
at most the sum of their failure probabilities. For rescaling by D,,, the centered
residues satisty ||py,illcoer,c0 < (Dy —1)/2 for i € {0,1}. Equation (2) therefore
gives |0 (py,i)| < N(Dy —1)/2. If ||s]|5,00 < Bs, then

105 (Pv.0 + pu18)| < |oi(puo)| + |0 (pu1)| |oj(s)]

SN(Dv_l)—FN(DU_l)BS
2 2
N(D, —1
_ N, 1) ; )1+ B,).

Thus R, = N(D, —1)(1+ Bs)/2 is a valid bound, with R,/D, = N(1+ B;)(1—
1/D,)/2 < N(1+ Bs)/2.

F Details of RNS Key Switching

We give the procedure and bounds for the RNS decomposition of Section 23]
using exact conversion and centered residues, followed by the counts in Table [T
Procedure. Let ct = (cp,c1) be a ciphertext under s’. For block k, let Qy be
the product of its primes and take dy := [c1]g, € R, for 0 < k < (. Choose
integer weights gy satisfying gx = 1 (mod Q) and gx = 0 (mod Q/Q%). The
Chinese remainder theorem gives ¢; = Zﬁ;é grdy (mod @), and hence ¢;s' =
Ef;é di(grs’) (mod Q). Evaluation key pair (bg,ar) € Rgp has error e, € R
and satisfies by + axs = Pgrs’ + ex (mod QP). Choose integer representatives
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to,t1 for >, diby, Y, drar modulo QP, respectively. Then tg + t15s = Peis’ +
> ok drer (mod QP). Put p; := [t;]p for i € {0,1}. Modulus descent divides by
P with rounding and returns ct’ = (cp, ¢} ), where ¢ = [co + (to — po)/P]q and
¢y = [(t1 — p1)/P]o. This division cancels the factor P in the key messages,
preserving the message scale.

Error bounds. The output satisfies

> ok drker — po — p1§

cht+cis=co+cas’+k (mod Q), K= 2

The numerator is divisible by P, since po + p15 = to +t15s = Y, dre (mod P).
Thus x € R. With £ := —(pg + p15)/P € K, the triangle inequality gives

81
1
[£llo,00 < P Z ldkllo,00 llexllo,00 + [I€]lo,00- (14)

Equation @) gives [|dkllo.c0 < N(Qr — 1)/2 and ||pillo,cc < N(P — 1)/2.
Consequently,

N «— N(P-1)
16]lo,00 < ?kz_: Qr — 1) |6k||aoo+T(1+”5”m00)~

This bound holds for every ¢; € Rq, including components multiplied by a
public ring element. Relinearization has the same error bound when switching
the third component from s? to s. When @, P, or the decomposition changes,
we recompute the blocks and the bound. An approximate RNS conversion may
use different lifts of the digits or residues [9]; its corresponding bounds replace
the centered bounds above in (4.

Operation counts. We count operations with inputs, outputs, and keys in NTT
form, reusing the input NTT values within each decomposition block [I8]. Let
Lg, be the number of primes in block k, so >, Lo, = Lq. Decomposition first
uses Lg inverse transforms. For each dj, one RNS conversion extends its coeffi-
cients from Q to QP/Qy, followed by Lo + Lp — Lq, forward transforms; the
NTT values modulo @ are already available. The transform count is therefore
Lo+ >, (Log+ Lp — Lg,) = B(Lg + Lp), with 8 conversions. Multiplication
by the 8 evaluation key pairs uses 26N (Lg + Lp) modular products.

For modulus descent, each of the two components uses L p inverse transforms,
one conversion from P to @), and Lg forward transforms. Subtracting the con-
verted residues and multiplying by P~ mod Q uses 2N Lg modular products in
total. Thus modulus descent uses 2(Lg + Lp) transforms and two conversions.
For rescaling by D in one step, write Q = DQ’ and let Lp be the number of
removed primes, so Lp + Lo/ = L¢. The same steps with bases D and Q' use
2L¢ transforms, two conversions, and 2N Lg modular products. Each conver-
sion acts on all N coefficients; its cost depends on the source and destination
bases.
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G Proof of Equation (2)

Proof. Write f = hN:_()l frnX" with f;, € R. Since |0;(X)| = 1, the triangle

inequality gives || f|[o,00 < ZhN;ol | ful < NI fllcoct,00-

For the reverse bound, let w; := e@+V7m/N ( < ¢ < N, be the roots of
XN 41.For 0 < h,k < N, geometric summation gives % Ei\:)l wf_k = 1 when
h = k and zero otherwise. Expanding f(w;) and combining conjugate terms,

using fr € R and N = 2r, yields

1 Nl - R, e -
Fr = N i—o flwwy ™ = N; i (f)aj(X)™" +0;(f)o;(X)~ )
:% Y Re(a;(f)o;(X)7F).
J=0

Thus |fi] < %Z;;é lo;i ()] < |Ifllo,00 for every k. Taking the maximum over k
completes (2). The multiplication bound follows from o;(fg) = o;(f)o;(g) by
taking absolute values and the maximum over j. a

H Proof of Proposition

Proof. The recovery condition in (I0) holds if w(u) < C/2, or equivalently 27¢ +
20 < C. Setting y := 2 > 1 gives y> — Cy + 1 < 0. For C' > 2, its roots are
(C £ VC? —4)/2, with the smaller root below 1; taking logarithms gives the
stated bound. d
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I A Concrete Example of the Error Bounds

We compute the bounds for the profile (160, 32, 32, 32), apply the recovery con-
dition, and compare the bounds with a recorded execution.

Parameters. With N = 2!5 and r = 2!, group g contains the 2'2 slots j = ¢
(mod 4). Inputs lie in [3/4,7/8]; four successive squarings compute °, with the
public correction by u before each relinearization. Put Y = X499 and use

u= — 3645862971 + 834730735(Y — Y7)
— 173731438(Y% — V%) + 3069345111(Y> — Y?).

For j = g (mod 4), write wy = |o;(u)|. Certified enclosures give the displayed
logarithms

(logy wy)?_o ~ (—96.435365, 30.604317, 32.857700, 32.973348).
Let Qg = H?:o ¢i, with ¢; = 2% — ¢; and

(Lo, ..., Lg) = (49,48, 47,46, 47, 46, 47, 46, 47, 46),
(Co, - .., ca) = (720895, 393215, 1048575, 589823, 1638399),
(cs,...,co) = (1769471, 1835007, 3407871, 2490367, 3735551).

The auxiliary primes are (p;)3_, = 228 — (65535, 196607, 393215, 1376255), com-
ponentwise. Set P = [[,p; and p, = po. Encryption uses p,; relinearization
uses P, grouping active ¢; into consecutive blocks of at most four primes. At
layer t = 1,...,4, divide successively by d;1 = qi1—2¢ and di 2 = qio—2¢, giving
D, = dt,ldt,z and Q; = H?;O% qi-

The Lattigo v6.2.0 execution [I8] uses Ay = 2% and 1024-bit encoding,
scale arithmetic, and decoding. The stored A; is obtained by squaring A;_; and
dividing successively by dy 1,d; 2, rounding after each operation. Define x; =
A? | /(DyAy); here |y — 1] < 271023, Rational interval propagation bounds
the inverse-transform coefficient error by 27738, the subsequent floating error in
scaling and rounding by 273'®, and the final decoder error by 27734 per slot,
including weight approximation.

csc(m/(2N)); the latter constant follows by maximizing the sum of absolute
cosine projections of the IV roots. Secret and encryption randomizer coefficients
are uniform ternary. Gaussian error coefficients have sampler parameter 3.2,
truncation parameter 19.2, and conservative absolute bound 20. We condition
on ||slls,00 < Bs = 3473 and |lex]|s,00 < Be = 70202 for evaluation-key errors.

Hoeffding and union bounds give these constants as

B, = [VAN(60+24)|,  B.= [20v/2N(160+28)|,

Auxiliary bounds. For this ring, use || f]ls,00 < CN|| fllcoet,c0 With Cny = 20861 >
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covering 256 ternary and 4096 error polynomials with joint failure probability at
most 27159, The archived security estimate for Qo P exceeds the separate 128-bit
security target. For binary64 CRT conversion, set

m(m + 3)2753

Port (M) = 1 (1 gy

The bounds below assume round-to-nearest conversion and exact integer mod-

ular operations within their checked ranges. They cover all actual operation
inputs, including those after public correction.

1.1 Explicit Bounds for the Example

Encoding error Bey.. Including coefficient rounding and the numerical errors
above,

”eenc”coef,oo < % + 4 27788 +27818 < 1, Bene = Cn.

Encryption error Bge.. The sampled errors after division by p, and the two
modulus-down errors give, respectively,

20CN(Cy + 14 By)
Ps

1 1
+ CN(l +BS) (2 + 5CRT(1) + % ) .

Bdec =

Relinearization error K;. Let @ and m; be the prime product and prime
count of block k in ;1. The implementation’s digit coefficient bound is

Ht r = (Qt,k + 1)/27 mt,k = 17
' Q1x(1/24+ 0crr(mer)) +1/2, myp > 1.

Including centering and CRT errors, (I4) gives

CnBe
Kp= =5 Hik
k

1 1
+COn(1+ Bs) (2 + dcrr(4) + 2P> .

Rescaling residues R;. Each prime division has phase error at most C (1+B;)/2.
The second division also divides the first error by d; 2, so the aggregate numerator

bound is Cv(lsB )
R, = D; On(1+By) 14— ).
2 dyi o

Message amplitude A, ;. Since z; ; = a:gfj, take A, ; = (7/8)% for 0 <t < 4.
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Initial residual bound By ;. The fresh encoding and encryption errors give

Benc + Bdec

Bo,j = A

Accumulated residual bound By ;. Lemma Ml with the stored-scale correction,

gives for j = g (mod 4)

Bij = |xe|(2Ai-1;Bi—1; + wgBtz,Lj)

K+ R; . Xt — A7, ;
DtAt Wg '

The last term accounts for scale rounding; exact scales give x; = 1. Computa-
tions use weight enclosures and outward rounding. The implementation propa-
gates wy By ;; division by a certified lower bound on wy recovers a valid residual
bound.

Output residual bound By, ;. Restoration is exact, so Boys,; = Ba ;. Numerical

decoding adds at most 27734 to the restored error bound.

Common residual bound B. Take B = maxo<j<r Bout,;-

1.2 Applying the Recovery Condition

Recovery at the selected modulus. All ideal outputs are nonnegative real num-
bers, so the constant coefficient attains the inverse-embedding coefficient norm:

||0—71(Xout)||cocf,oc _ ,),,71 Z x(l](ij < (7/8)16 s 273.082321'
J

The propagated coefficient error term is approximately 2733-275980: Byj(u) has
the same displayed logarithm. Groups 1,2,3 contribute 9.15%, 43.61%, and
47.25% of the error term, showing that low-precision outputs still enter recovery.
For Q4 = qoq1, the endpoint-safe available range is

(Qu — 1)/(2A4) ~ 22:99999.

The message-plus-error bound uses only 276-082320 of this range. Thus (I0) guar-
antees recovery for all allowed inputs on the stated event; the ideal-message term
dominates.

Effect on modulus selection. Dropping ¢; after evaluation leaves the formal pre-
cision bounds unchanged, but reduces the available range to 2745000001 The
ideal-message term for the recorded inputs is 274463161 g0 this candidate fails the
recovery check. At the fixed scale, the sufficient condition requires logs Qout >
89.537 approximately; the selected logy Q4 =~ 97 passes. This is a sufficient-
condition check, not a global optimality claim. The selected parameters also
certify 161.766, 34.727, 32.473, and 32.358 bits in the four groups, meeting every
precision target.
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I.3 Bounds and Observed Values

The experimental key is used to extract phase errors and rescaling residues;
restored errors are measured against exact rational reference values. Embedding
magnitudes are 1024-bit observations, while the recovered coefficient maximum
is measured exactly. Weight approximation is included in the bounds and does
not affect the displayed digits. In Table [ o is the observed maximum, b its
bound, and the gap is logy(b/0). Write Z, = {j : j = g (mod 4)} and Boy, 4 for
the common bound in group g. Checks use unrounded values.

Table 2. Observed quantities and explicit bounds for the four-squaring example. Un-
qualified maxima are over all r slots. The last row uses the input-uniform coefficient

bound, not the sharper bound specific to the recorded inputs.

Quantity (corresponding bound) log, 0 log, b log,(b/0)
|l€enc|lo,00 (Benc) 7.696 14.349 6.653
ledec||o,00 (Bdec) 15.539 25.111 9.572
l51]lo,00 (K1) 95.539  107.546 12.007
Ik2]lo,00 (K2) 95.491  107.546 12.055
|£3llo,00 (K3) 95.371  107.459 12.088
k]l o,00 (Fa) 95.268  107.459 12.191
llo1.0 + p1,18]lo,00 (R1) 108.540  118.111 9.571
lo2,0 + p2,15|l0,00 (R2) 108.429  118.111 9.682
lps,0 + p3,15]l000 (R3) 108.260  118.111 9.851
lloa,0 + pa,18|lo,00 (Ra) 108.702  118.111 9.409
max; |z4,;| (Aa,5) —3.082  —3.082 0.000
max; |no,;| (max; Bo ;) —77.461 —67.888 9.572
max; |[n1,;| (max; Bi,;) —76.706 —66.429  10.277
max; |12,;| (max; Bz ;) —75.713  —65.507 10.206
max; |n3,;| (max; Bs ;) —75.600 —65.059 10.541
maxjez, 74,5 (Bout,0) —75.980 —65.331 10.649
max ez, |M4,5| (Bout,1) —76.965 —65.331 11.634
max; ez, |M4,5| (Bout,2) —76.578 —65.331 11.247
maxjezs 74,5 (Bout,3) —76.931 —65.331 11.600
max; |14,;| (B) —75.980 —65.331 10.649
maX;ez, |64,j| (woBoutyo) —172.415 —161.766 10.649
maxjer, |ea,j| (wiBout,1) —46.361 —34.727 11.634
max;ez, |es,j| (w2Bout,2) —43.721  —32.473 11.247
maX;eczs |64,j| (wgBout,3) —43.958 —32.358 11.600
(|1 Malcoet,00 /A —4.463  —3.082 1.381
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